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Conclusion

The reviewed controls passed the executed tests, and the live delivery binary matches the supplied
artifact. One medium-severity capacity issue was reproduced. Launch readiness remains conditional:
the separate launch-staking program is intentionally deferred and not deployed. This report does not
assign an unconditional security pass.

Review outcome Current result

Critical / high vulnerabilities None confirmed within this review; this is not proof that none exist.

Medium findings 1 - checkout can admit more buyers than final allocation processing supports.
Validation 240 existing tests + 2 new audit tests passed; production build passed.
Production dependencies 0 known advisories returned by npm audit --omit=deuv.

Launch-staking status Deferred; deployment and fixed stake allocations remain prerequisites.

What this review covers

Fresh inspection of current website source, payment acceptance and recovery, token custody, delivery
claims, staking and weekly reward logic. Read-only checks of live public APIs and finalized Solana
accounts supplement local program execution and adversarial tests.

Evidence boundaries

Prior report conclusions were excluded. Findings below were established from the captured v60 source,
current live reads and newly executed tests. Historical reports were retained as records. No production
code, website content, balances or ownership settings were changed.

This is an Al-assisted technical review. It is not an independent third-party certification, a guarantee against loss, or
verification of project identity or business claims.

October 15, 2026 | v60 | Conditional launch readiness



ONWARD / FRESH TECHNICAL SECURITY REVIEW

01 / DEPLOYMENT & CUSTODY

What is live now

Finalized account snapshot: October 15, 2026 at 18:43:47 UTC, slot 457341743. Reserve balances were
captured at slot 457341992. These are point-in-time observations.

Asset / control Verified state

ONWARD mint 4,000,000,000 tokens; 9 decimals; standard SPL Token program; mint authority
and freeze authority absent.

Presale + bonus vault 2,600,000,000 ONWARD; campaign PDA controls the token account; no delegate
or close authority. Campaign state is not initialized; claims are not open.

Team vault 200,000,000 ONWARD; program-controlled custody; launch and unlock
timestamps are zero; not withdrawn.

Remaining reserves 800,000,000 liquidity + 200,000,000 development + 200,000,000 listings. These
accounts remain treasury-controlled, not time-locked.

Delivery program Executable; upgrade authority absent; complete 103,104-byte deployed ELF
matches the local artifact with no trailing bytes.

Launch-staking program Expected address has no account; source feature flag is false; live endpoint
returns phase=deferred.

Weekly reward distributor Pinned immutable program deployment check passed. Beta timestamp is zero and
no reward periods are listed.

Public identifiers

Mint: 3D7bV5Kog4AQcdk62GyyvqPZoUMnLqP2)Ke9MCB7)TGd

Treasury: 6j8zqbxDbKaGP9tJR1ZTfsAeax6d46jKiL4DFixmB3Li

Delivery program: DCiadKRWCT70YGDBsdjkMe3LaCSi6D5dfw4MjG)Jvphhl

Presale vault: AXWE1RrXUhLurlmG7XTScHZeennyceyLYc4D2NgPPTQ4

Expected launch-staking program: FZ7TUPNfnHxvtAa9ZzujYqaKCxpGR4AVsEoH]E8kM)CK

Delivery ELF SHA-256: 1316e7c1ed8100c5f8c6a02acal0d17e59676bf332b4198d253bb92808cfb252

Funding a vault does not by itself prove buyer allocations, refund rights, liquidity provisioning, or successful launch. Those
dependencies are discussed on page 4.
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ONWARD / FRESH TECHNICAL SECURITY REVIEW

02 / CONFIRMED FINDING

M-01l: Admission exceeds
finalization capacity

Severity Status Affected surface

Medium Open; reproduced locally Checkout admission and final buyer snapshot

Condition and impact

The final prefund snapshot rejects more than 16,383 distinct buyers, but quote generation and atomic
purchase reservation do not enforce that same count. The sale can accept paid allocations that the
current finalization code cannot process. At the threshold, the normal workflow cannot fix the buyer root
and claims remain closed until processing is expanded. This is an availability/scalability defect, not a
demonstrated token theft.

Reproduction

A local SQLite ledger containing 16,383 synthetic confirmed $1 USDC purchases finalized successfully. A
new wallet then received a production v3 quote, signed the payment transaction, passed
reservePurchase and received an authenticated acceptance receipt. After marking that simulated
ledger purchase confirmed and closing the sale, finalPrefundSnapshot refused with the 16,383-wallet
capacity error.

The final confirmation in this capacity test was a synthetic database state; RPC availability and simulation were mocked.
No 16,384-buyer live condition or mainnet attack is claimed. The live sale had only one recorded stake and $1.110850
recorded contributions in the captured API response.

Evidence

server/presale.mjs: quote(), RESERVE_SQL and reservePurchase(); server/prefund.mjs: finalPrefundSnapshot(), especially
the explicit wallet-count and 100,000-purchase bounds. Reproduction: audit-evidence/fresh-audit.test.mjs, first test;
output is embedded with this PDF.

Recommended correction

Either support a larger or safely partitioned final allocation process, or enforce the supported
distinct-buyer capacity atomically before accepting new payments. Include pending reservations in that
limit and allow existing buyers only where purchase-count capacity also remains. Do not truncate paid
buyers or simply remove proof/packet safety limits.

Retest the exact boundary, concurrent last-slot reservations, refunds, buyer and staking proofs, wallet
packet size, and reward processing. The separate 100,000-purchase ceiling should also be reconciled
with admission; its exhaustion was identified in source but not separately load-tested.
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ONWARD / FRESH TECHNICAL SECURITY REVIEW

03 / LAUNCH CONDITIONS & TRUST

Requirements that remain

L-01: Launch staking is a deferred dependency

This is an intentional operational prerequisite, not a newly alleged exploit. The live delivery API lists no
campaigns or escrow positions and reports the prefund vault as prefunded with launchAt=0. It reports
one recorded stake. The additional launch-staking address is absent on mainnet, and
deployment/launch-start routes are disabled by LAUNCH_STAKING_ENABLED=false.

The public details page discloses that deployment and fixed allocations must be completed before
launch. Existing server guards reject legacy finalization while active stake enrollments exist. The new
staking code passed local tests for atomic launch funding, committed amounts/tiers, launch-relative
unlocks, late claims, replay protection and maximume-size proofs. These local results do not constitute a
live deployment check.

Before trading launch: resume the saved deployment, verify its deployed bytes and immutability,
reconcile payments, close checkout, seal buyer/staking roots, fund selected stakes at the recorded
launch, and verify both vault balances and clock agreement. Re-review any changed code or
configuration.

T-01: Owner confirmations remain consequential

SOL and USDC payments go directly to the treasury rather than a refundable payment escrow. Buyer
entitlements depend on the accepted purchase ledger and owner-confirmed allocation root. The
delivery program does not independently reconstruct all payments. An incorrect or dishonest root can
omit buyers despite full token funding; buyers need the matching proofs to claim. Trading launch is
owner-attested, and the team clock measures that recorded event rather than independently detecting
market trading.

Use a reconciled, downloadable allocation manifest and independent verification before committing
immutable roots. Protect owner access and the treasury signing key. The liquidity, development and
listings reserves are still treasury-controlled; their balances are not proof of future use.

T-02: Weekly distributions are funded operationally

The reward code calculates 50% of an owner-supplied gross-fee amount. It does not independently
prove total launchpad revenue or automatically collect and split every fee. Rewards depend on actual
revenue, accurate reporting and weekly funding. State those dependencies clearly; multipliers are
weights, not a guaranteed yield.

0-01: Unmatched incoming payments need review

The public payment-review API listed four unmatched incoming transfers, including an uploader refund. A transfer alone is
not an accepted token purchase. Classify each from its verified transaction history; do not treat every incoming transfer
as sales or automatically grant tokens. None had a quote-linked purchase ID in the captured response, so they do not
trigger the quote-dispute finalization gate.
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ONWARD / FRESH TECHNICAL SECURITY REVIEW

04 / TESTING & HANDOFF

Validation and limitations

Check Result / practical meaning

Existing suite 240 passed, 0 failed, 0 skipped. Includes payment acceptance/recovery, sale cap,
signing, claims, program custody, staking and reward tests.

Fresh capacity test Confirmed admission/finalization mismatch at buyer 16,384.

Fresh signed-claim test Inflated amount, substituted destination and duplicate claim failed; valid
buyer-signed claim succeeded in LiteSVM.

Build / dependencies Production build succeeded. npm production advisory query returned zero known
advisories at review time.

Live custody / binary Mainnet genesis checked; finalized mint/vault state decoded; exact deployed
delivery ELF bytes compared. Reward-program immutability check passed.

Limits of this review

No mainnet transaction was signed or broadcast. Local owner setup signatures were substituted where
the production treasury key was unavailable; buyer signatures in the new claim test were real
ephemeral keypair signatures with verification enabled. The new capacity test used a synthetic paid
ledger and mocked RPC, not actual contributions.

Rust/Agave/SBF build tools were unavailable, so source-to-binary reproducibility was not independently
established. Binary equality proves correspondence to the supplied ELF, not that a fresh compiler run of
the reviewed Rust source produces it. A reproducible build remains recommended before an external
certification.

No exhaustive formal verification, comprehensive fuzzing, device-wallet Ul session, browser penetration
test, private production database export, full sale-history reconciliation, infrastructure access review, or
business/KYC verification was performed. Public APl reads were retried after initial 403 responses;
successful snapshots are included. No live reward period or launched stake existed to validate
end-to-end on mainnet.

Engineering handoff

Address M-01 before approaching the capacity boundary. Complete L-01 before trading launch.
Reconcile unmatched transfers and preserve accepted receipts. Verify the allocation manifest before
root commitment and keep the owner-control disclosures visible. Changes after this snapshot require a
fresh review of affected components.

Reviewed website: https://onward.us.org
Published version: v60 (deployment confirmed succeeded)
Source commit: 58265a299d249e539¢64539275040470826d264a

Embedded evidence ZIP: new tests, logs, public snapshots and source hashes. In the cited checkout, extract it and run
node --test audit-evidence/fresh-audit.test.mjs. Existing suite: npm run test:token. No credentials or private keys are
included.
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audit-evidence/chain.json

{
  "at": "2026-10-15T18:43:47.131Z",
  "slot": 457341743,
  "accounts": [
    {
      "key": "3D7bV5Kog4AQcdk62GyyvqPZoUMnLqP2JKe9MCB7JTGd",
      "info": {
        "data": "AAAAAFUV3v9NluBEO9iLQZvE/pC7MRp9SdEeCRZ/6QimjUmvAACQnc7agjcJAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA==",
        "executable": false,
        "lamports": 1066800,
        "owner": "TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA",
        "rentEpoch": 18446744073709552000,
        "space": 82
      }
    },
    {
      "key": "DCiadKRWCT7oYGDBsdjkMe3LaCSi6D5dfw4MjGJvphh1",
      "info": {
        "data": "AgAAAJFGh60kH4UXR20fjhMr3KRZ+Yt4jjKdbsgFzY++xlBh",
        "executable": true,
        "lamports": 833120,
        "owner": "BPFLoaderUpgradeab1e11111111111111111111111",
        "rentEpoch": 18446744073709552000,
        "space": 36
      }
    },
    {
      "key": "FZ7TUPNfnHxvtAa9ZzujYqaKCxpGR4AVsEoHJE8kMJCK",
      "info": null
    },
    {
      "key": "ENd5qRJ1mpsJgWM5xxhDfMc84pQs6K65CGUBgxYoJ5bZ",
      "info": null
    },
    {
      "key": "AxWE1RrXUhLur1mG7XTScHZeennyceyLYc4D2NgPPTQ4",
      "info": {
        "data": "INHMz85gZbRhVkKI0TbhyeJEipvvKDj4s6vd6/A6PTrGse02xRXV8gLAnMyRuMF0IrygSBsalB4oQVPqn+N9jAAABIA5DhUkAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA",
        "executable": false,
        "lamports": 1488440,
        "owner": "TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA",
        "rentEpoch": 18446744073709552000,
        "space": 165
      }
    },
    {
      "key": "HbBgBGuWhqMYU6cAMuTTZT9g1i1BLX3wdMS8eEmiNYz4",
      "info": {
        "data": "T05XRFRFQU0AABS78IrGAgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA==",
        "executable": false,
        "lamports": 853440,
        "owner": "DCiadKRWCT7oYGDBsdjkMe3LaCSi6D5dfw4MjGJvphh1",
        "rentEpoch": 18446744073709552000,
        "space": 40
      }
    },
    {
      "key": "DLC97uttQBnCteBsMwdrm2ebEZJPs1XCxAmhAdDvWvYX",
      "info": {
        "data": "INHMz85gZbRhVkKI0TbhyeJEipvvKDj4s6vd6/A6PTr2fM8iggTPL7itOqzz5W05lF2H0KbjQl2Ze06SufQPYQAAFLvwisYCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA",
        "executable": false,
        "lamports": 1488440,
        "owner": "TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA",
        "rentEpoch": 18446744073709552000,
        "space": 165
      }
    }
  ]
}






audit-evidence/delivery-curl.json

{"configured":true,"program":"DCiadKRWCT7oYGDBsdjkMe3LaCSi6D5dfw4MjGJvphh1","codeHash":"1316e7c1ed8100c5f8c6a02aca10d17e59676bf332b4198d253bb92808cfb252","codeLength":103104,"toolchain":"Agave 4.3.0 / platform-tools 1.57","source":"programs/onward-delivery/src/lib.rs","recordedStakeCount":1,"tiers":[{"id":"30d","name":"30 days","days":30,"multiplierBps":10000},{"id":"90d","name":"90 days","days":90,"multiplierBps":15000},{"id":"180d","name":"180 days","days":180,"multiplierBps":20000},{"id":"365d","name":"365 days","days":365,"multiplierBps":30000}],"campaigns":[],"positions":[],"prefund":{"mode":"onward-presale-prefund-v1","status":"prefunded","program":"DCiadKRWCT7oYGDBsdjkMe3LaCSi6D5dfw4MjGJvphh1","campaignId":"onward-presale-prefund-v1:DCiadKRWCT7oYGDBsdjkMe3LaCSi6D5dfw4MjGJvphh1","version":"10797585166332661961","vault":"AxWE1RrXUhLur1mG7XTScHZeennyceyLYc4D2NgPPTQ4","baseRaw":"2000000000000000000","bonusRaw":"600000000000000000","amountRaw":"2600000000000000000","funded":true,"launchAt":0},"walletBalanceRaw":"0","enrollment":null,"status":"configured"}






audit-evidence/fresh-audit-results.log

AUDIT CAPACITY: 16,383 wallets finalize; wallet 16,384 gets authenticated acceptance; subsequent finalization refuses. Synthetic finalized ledger, no mainnet payments.
✔ fresh audit: checkout admits wallet 16,384 but finalization rejects that paid-ledger size (1896.870147ms)
AUDIT CLAIMS: amount tamper, destination substitution, and replay fail; valid signed claim succeeds. Owner signatures substituted only for fixture initialization.
✔ fresh audit: real buyer signatures cannot inflate a claim, redirect tokens, or claim twice (91.375958ms)
ℹ tests 2
ℹ suites 0
ℹ pass 2
ℹ fail 0
ℹ cancelled 0
ℹ skipped 0
ℹ todo 0
ℹ duration_ms 2521.358514







audit-evidence/fresh-audit.test.mjs

import test from 'node:test';
import assert from 'node:assert/strict';
import fs from 'node:fs';
import {DatabaseSync} from 'node:sqlite';
import crypto from 'node:crypto';
import nacl from 'tweetnacl';
import bs58 from 'bs58';
import {Keypair,PublicKey,Transaction} from '@solana/web3.js';
import {FailedTransactionMetadata} from 'litesvm';
import {quote,reservePurchase,ensurePurchaseAcceptance} from '../server/presale.mjs';
import {finalPrefundSnapshot} from '../server/prefund.mjs';
import {fixture,program} from '../tests/helpers/delivery-fixture.mjs';
import {deliveryTree,deliveryAddresses,buildDeliveryTransaction} from '../src/delivery-core.mjs';
import {TREASURY,GENESIS} from '../src/sale-config.mjs';

function database(){
 const sql=new DatabaseSync(':memory:');
 for(const name of fs.readdirSync('drizzle').filter(n=>n.endsWith('.sql')).sort())sql.exec(fs.readFileSync('drizzle/'+name,'utf8'));
 const db={prepare(text){let args=[];const q={bind(...a){args=a;return q;},async first(){return sql.prepare(text).get(...args)||null;},async all(){return {results:sql.prepare(text).all(...args)};},async run(){return {meta:{changes:Number(sql.prepare(text).run(...args).changes)}};}};return q;}};
 return {sql,db};
}

test('fresh audit: checkout admits wallet 16,384 but finalization rejects that paid-ledger size',async()=>{
 const {sql,db}=database(),terms='a'.repeat(64);
 sql.prepare('INSERT INTO presale_settings(id,active,terms_hash) VALUES(1,1,?)').run(terms);
 const insert=sql.prepare('INSERT INTO presale_purchases(id,buyer,currency,payment_atomic,usd_micro,tokens_raw,bonus_tokens_raw,bonus_version,terms_hash,"transaction",rent_fallback,created_at,expires_at,status) VALUES(?,?,\'USDC\',\'1000000\',1000000,\'200000000000\',\'120000000000\',1,?,\'fixture\',0,1,2,\'confirmed\')');
 sql.exec('BEGIN');for(let i=0;i<16383;i++){const buyer=new PublicKey(crypto.createHash('sha256').update('audit-buyer-'+i).digest()).toBase58();insert.run('existing-'+i,buyer,terms);}sql.exec('COMMIT');
 sql.exec('UPDATE presale_settings SET active=0');
 const baseline=await finalPrefundSnapshot(db,{baseRaw:'2000000000000000000',bonusRaw:'600000000000000000'});
 assert.equal(baseline.buyerCount,16383);
 sql.exec('UPDATE presale_settings SET active=1');
 const buyer=Keypair.generate(),keys=nacl.sign.keyPair(),seed=Buffer.from(keys.secretKey.subarray(0,32)).toString('base64'),publicKey=Buffer.from(keys.publicKey).toString('base64');
 // Mock only RPC availability/simulation: the issue is server admission, not
 // payment finality. Existing and final confirmed ledger rows are synthetic.
 const c={getGenesisHash:async()=>GENESIS,getLatestBlockhash:async()=>({blockhash:PublicKey.default.toBase58()}),getAccountInfo:async()=>({}),getMinimumBalanceForRentExemption:async()=>2039280,getFeeForMessage:async()=>({value:5000}),rpcEndpoint:'https://audit.local',presaleFetch:async()=>Response.json({result:{value:{err:null}}})};
 const q=await quote(db,{buyer:buyer.publicKey.toBase58(),currency:'USDC',amount:'1'},seed,true,publicKey,c);
 const tx=Transaction.from(Buffer.from(q.transaction,'base64'));tx.sign(buyer);const raw=tx.serialize().toString('base64'),sig=bs58.encode(tx.signature);
 assert.equal((await reservePurchase(db,q.id,sig,raw,tx.recentBlockhash)).meta.changes,1);
 const row=await ensurePurchaseAcceptance(db,await db.prepare('SELECT * FROM presale_purchases WHERE id=?').bind(q.id).first(),{seed,publicKey});assert.ok(row.acceptance);
 sql.prepare("UPDATE presale_purchases SET status='confirmed' WHERE id=?").run(q.id);sql.exec('UPDATE presale_settings SET active=0');
 await assert.rejects(finalPrefundSnapshot(db,{baseRaw:'2000000000000000000',bonusRaw:'600000000000000000'}),/16,383-wallet processing capacity/);
 console.log('AUDIT CAPACITY: 16,383 wallets finalize; wallet 16,384 gets authenticated acceptance; subsequent finalization refuses. Synthetic finalized ledger, no mainnet payments.');
});

test('fresh audit: real buyer signatures cannot inflate a claim, redirect tokens, or claim twice',async()=>{
 const f=fixture(),tree=await deliveryTree([{wallet:f.wallet,amountRaw:'100000000000'}]),q={...tree,program,version:'20261015',wallet:TREASURY,operation:'fund',amountRaw:'100000000000'};
 const ok=r=>assert.ok(!(r instanceof FailedTransactionMetadata),r instanceof FailedTransactionMetadata?r.meta().logs().join('\n'):'');
 ok(f.send(await buildDeliveryTransaction(q,f.svm.latestBlockhash())));ok(f.send(await buildDeliveryTransaction({...q,operation:'launch'},f.svm.latestBlockhash())));
 const claim={...q,...tree.allocations[0],operation:'claim',stakeRaw:'0',nonce:'0'},a=deliveryAddresses(program,q.version,f.wallet);
 f.svm.withSigverify(true);
 const oversized=await buildDeliveryTransaction(claim,f.svm.latestBlockhash());oversized.instructions.at(-1).data.writeBigUInt64LE(100000000001n,1);oversized.sign(f.buyer);assert.ok(f.svm.sendTransaction(oversized) instanceof FailedTransactionMetadata);assert.equal(f.balance(a.vault),100000000000n);
 const redirected=await buildDeliveryTransaction(claim,f.svm.latestBlockhash());redirected.instructions.at(-1).keys[3].pubkey=deliveryAddresses(program,q.version,TREASURY).destination;redirected.sign(f.buyer);assert.ok(f.svm.sendTransaction(redirected) instanceof FailedTransactionMetadata);assert.equal(f.balance(a.vault),100000000000n);
 const tx=await buildDeliveryTransaction(claim,f.svm.latestBlockhash());tx.sign(f.buyer);ok(f.svm.sendTransaction(tx));assert.equal(f.balance(a.destination),100000000000n);
 f.svm.expireBlockhash();const duplicate=await buildDeliveryTransaction(claim,f.svm.latestBlockhash());duplicate.sign(f.buyer);assert.ok(f.svm.sendTransaction(duplicate) instanceof FailedTransactionMetadata);assert.equal(f.balance(a.destination),100000000000n);
 console.log('AUDIT CLAIMS: amount tamper, destination substitution, and replay fail; valid signed claim succeeds. Owner signatures substituted only for fixture initialization.');
});







audit-evidence/live-allocations.json

{"source":"12c9BjXJnuZep67SVRaDucNEFXbQTZpfuBWthXLdqLcw","sourceAmountRaw":"0","reserves":[{"name":"Presale","share":50,"tokens":"2000000000","amountRaw":"2000000000000000000","address":"CvsbGKyCoCBqhtHqhuquN6Pf9XwuSfrhK5eJaiCDRefs","prefundedLamports":0,"balanceRaw":"0"},{"name":"Liquidity","share":20,"tokens":"800000000","amountRaw":"800000000000000000","address":"WVLrYjJGGv2hvrDzHFtXnf32hj8X6yq99dYEmS87qjU","prefundedLamports":0,"balanceRaw":"800000000000000000"},{"name":"Presale bonuses","share":15,"tokens":"600000000","amountRaw":"600000000000000000","address":"GeeySSUXqE6VoJWjbG9jbrBKFJhh1HBCfiWy3PbhPb64","prefundedLamports":0,"balanceRaw":"0"},{"name":"Development","share":5,"tokens":"200000000","amountRaw":"200000000000000000","address":"EAazBKT7Kr6id1YLrpT2Mi745iZ4WWotALZfcB14hjDF","prefundedLamports":0,"balanceRaw":"200000000000000000"},{"name":"Exchange listings","share":5,"tokens":"200000000","amountRaw":"200000000000000000","address":"8bDp6NMEw3gRe3jt9PLZYgHiUaS5ByeNHvHvBrvd26YV","prefundedLamports":0,"balanceRaw":"200000000000000000"}],"ready":true,"canReserve":false,"canRecover":false,"team":{"configured":true,"program":"DCiadKRWCT7oYGDBsdjkMe3LaCSi6D5dfw4MjGJvphh1","funded":true,"amountRaw":"200000000000000000","launchAt":0,"unlockAt":0,"withdrawn":false,"lock":"HbBgBGuWhqMYU6cAMuTTZT9g1i1BLX3wdMS8eEmiNYz4","vault":"DLC97uttQBnCteBsMwdrm2ebEZJPs1XCxAmhAdDvWvYX","balanceRaw":"200000000000000000"}}






audit-evidence/live-details.html
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    THE PRESALE PLAN


Know the details.


Tokenomics, rewards, bonuses and the path to launch.




    TokenomicsRewardsStakingBonusesRoadmap
    
      01 / TOKENOMICS


Token details


A 4 billion supply, with 200 million team tokens funded in a lock that releases 365 days after ONWARD starts trading.




      			Token name / ticker


			Onward / ONWARD



			Network


			Solana



			Total supply


			4,000,000,000



			Payment options


			SOL + USDC



			Token mint address


			3D7bV5Kog4AQcdk62GyyvqPZoUMnLqP2JKe9MCB7JTGd ↗



			Presale allocation


			50% / 2 billion



			Presale price


			$0.005 per token



			Token delivery


			Scheduled after the presale ends
Presale claim vault funded; claims open after sale closure and trading launch.



			Team unlock


			100% one year after ONWARD starts trading







        Supply allocation			Allocation			Share			ONWARD tokens



          			Presale			50%			2,000,000,000



          			Liquidity			20%			800,000,000



          			Presale bonuses			15%			600,000,000



          			Team Locked until one year after ONWARD starts trading			5%			200,000,000



          			Development			5%			200,000,000



          			Exchange listings			5%			200,000,000



        


The presale vault and team lock are funded. The team vault releases all 200 million tokens together 365 days after the on-chain trading-launch confirmation.


Presale payments go directly to the treasury. ONWARD purchases and bonuses are recorded for later delivery through funded claim vaults.



      

    
    
      02 / REWARDS


Weekly after launch


After the public beta goes live, launchpad fees will be split: 50% for staking rewards, 20% for the bonus-token fund and 30% for operations. Weekly rewards are planned to begin without waiting for the full raise.


Rewards are paid in USDC. Each completed week uses your reward weight and time staked. Claims open in your dashboard after the weekly pool is funded. Record your staking choice during the presale to enter weekly rewards after the public beta. Weekly rewards require collected fees and a recorded presale stake or an active on-chain stake.




      Fee split example


Illustration
Example weekly launchpad fees USD$
$1,000$10,000$100,000
Weekly staking pool$5,000Example fees × 50%
Bonus-token fund · 20%$2,000
Operations · 30%$3,000
Illustrative fee allocation, not a forecast or an individual return.




    
    STAKING


Choose a lock and reward tier


Click Stake in your buyer dashboard during the presale to record your amount and chosen lock. That record enters you into weekly fee rewards after the launchpad beta. Longer locks increase your weighted share of the pool.



			Lock period			Reward weight


			30 days			1×


			90 days			1.5×


			180 days			2×


			365 days			3×





Your recorded amount enters escrow at ONWARD trading launch. The chosen lock clock starts at launch and reward eligibility continues until that staking period ends. Claiming later does not change the unlock date. Tokens stay in escrow for the chosen period; you can withdraw them when it ends. Unstaked tokens go to your wallet. The full presale allocation is funded. Launch-lock deployment and fixed allocations must be completed before launch; claims remain closed. Weekly distributions depend on collected platform fees. The 50% staking pool is allocated by reward weight and time staked during the week; multipliers are not an APY.


Open staking dashboard ↗

    03 / PRESALE BONUSES


The early supporter bonus



Earn 60% extra ONWARD on the first $1 million raised, then 30% on contributions from $1 million to $5 million. No presale bonus applies after $5 million. Purchases crossing a threshold receive each rate on the eligible portion. Confirmed bonuses are included in your purchase receipt and dashboard for claiming after the presale.


			First $1M · 60% bonus


			120,000,000 bonus tokens



			Next $4M · 30% bonus


			240,000,000 bonus tokens



			Total scheduled bonuses


			360,000,000 ONWARD






This schedule uses 360 million of the 600 million tokens reserved for presale bonuses. Separately, 20% of launchpad fees will fund the bonus-token fund.




    04 / ROADMAP


The path to launch



			01Open the presale


Finalize token and contribution terms.






			02$1M raised → public beta


Launch at 10% of the funding target.






			03Begin weekly rewards


Distribute the fee-funded pool after beta launch.






			04Continue toward $10M


Grow and develop the Onward ecosystem.










    DELIVERY & CUSTODY


From purchase to claim



Payments in SOL or native Solana USDC go directly to the treasury wallet. Purchases and bonuses are recorded in your dashboard. New purchases include authenticated on-chain receipts; you can download your purchase and historical staking records from the dashboard.


The full 2 billion presale tokens and 600 million bonus tokens are deposited in the program-controlled vault. After the presale closes, the owner fixes buyer allocations. At recorded ONWARD trading launch, selected presale stakes are intended to move into escrow together and their chosen lock periods start. Buyers then claim their remaining unstaked tokens from the dashboard. Claiming later does not change the staking unlock date. The additional launch-lock program must be deployed before launch; claims remain closed until setup is complete.


Trading launch and the final allocation list require owner confirmation. The program has not received an independent security audit. Weekly USDC rewards require collected launchpad fees and funded reward pools; amounts vary with fees and reward weight.


View funded presale vault ↗
    Back to the presale →
  
  © 2026 Onward CryptoView presaleX ↗




audit-evidence/live-launch-deployment.json

{"enabled":false,"phase":"deferred"}






audit-evidence/live-payments-reviews.json

{"reviews":[{"signature":"5LBw2t9PhZtzRLm7vYvkF6oevTzahckaC8LrjqiPSKUE9BQn93Gb9eZChTdipxtNuD4JHNd9nu1XTXDqwvbZLPBv","buyer":"9ca2AqD9J5Cu3WbXwwy1E1Do2PAVNHVTKh3fnvgfpX3U","purchase_id":null,"currency":"SOL","payment_atomic":"300000000","payments":"[{\"buyer\":\"9ca2AqD9J5Cu3WbXwwy1E1Do2PAVNHVTKh3fnvgfpX3U\",\"currency\":\"SOL\",\"paymentAtomic\":\"300000000\"}]","slot":456527718,"paid_at":1791913296,"reason":"unmatched-payment","status":"review","observed_at":1792033439,"resolved_at":null},{"signature":"3zfFf5kFwxD9M4wbojeHu7rzWFPf8eDkG83JLpfZ1Bwf3CDUna83U9gk6qwHdBNWE4KwAzh8Ha9uj9nXTsuKzGNe","buyer":"9ca2mJbDXk9KLkMBVfHyHvmhqgRzQuNCWYQkXKgR5X3U","purchase_id":null,"currency":"SOL","payment_atomic":"1000","payments":"[{\"buyer\":\"9ca2mJbDXk9KLkMBVfHyHvmhqgRzQuNCWYQkXKgR5X3U\",\"currency\":\"SOL\",\"paymentAtomic\":\"1000\"}]","slot":456527862,"paid_at":1791913327,"reason":"unmatched-payment","status":"review","observed_at":1792033400,"resolved_at":null},{"signature":"PMRwfmyrvQLzu5kBdwbUNGQ8Xy5PTKB1gMiLoxqxjhLBySQ7Ysat1t4Q8RBJcvPreargkDfXwpARBMzLjDyZkJi","buyer":"9ca2mJbDXk9KLkMBVfHyHvmhqgRzQuNCWYQkXKgR5X3U","purchase_id":null,"currency":"USDC","payment_atomic":"100","payments":"[{\"buyer\":\"9ca2mJbDXk9KLkMBVfHyHvmhqgRzQuNCWYQkXKgR5X3U\",\"currency\":\"USDC\",\"paymentAtomic\":\"100\"}]","slot":456527835,"paid_at":1791913321,"reason":"unmatched-payment","status":"review","observed_at":1792033398,"resolved_at":null},{"signature":"5gPttJRea8zVYaK2BQ1Dp7qr2ZjEUHEtDLYoCfVhW4QCbppt9n1yAQsBnxy6cHKz8PugppoNS3Ji43gzsNnPNcTr","buyer":"HYFrFESu7AhBn2qrfZmLUKuj8wH5V5dRkbyQq44dZHo","purchase_id":null,"currency":"SOL","payment_atomic":"1415000","payments":"[{\"buyer\":\"HYFrFESu7AhBn2qrfZmLUKuj8wH5V5dRkbyQq44dZHo\",\"currency\":\"SOL\",\"paymentAtomic\":\"1415000\"}]","slot":456641508,"paid_at":1791938113,"reason":"unmatched-payment","status":"review","observed_at":1792033398,"resolved_at":null}]}






audit-evidence/live-rewards-config.json

{"betaLaunchAt":0,"currency":"USDC","feePercent":50,"completedWeeks":0,"treasury":"6j8zqbxDbKaGP9tJR1ZTfsAeax6d46jKiL4DFixmB3Li","periods":[]}






audit-evidence/live-summary.json

{"open":true,"configured":true,"active":true,"revision":1,"raisedMicro":1110850,"pendingMicro":0,"availableMicro":9999998889150,"capMicro":10000000000000,"betaTargetMicro":1000000000000,"priceMicro":5000,"bonusVersion":1,"delivery":"After presale ends claiming will begin","refund":"All sales are final. Dyor","termsHash":"87dcbf13b6c52136acac026c2f055207f7ee41d1e811d920f7e80f112e8e5e96","treasury":"6j8zqbxDbKaGP9tJR1ZTfsAeax6d46jKiL4DFixmB3Li","mint":"3D7bV5Kog4AQcdk62GyyvqPZoUMnLqP2JKe9MCB7JTGd"}






audit-evidence/programdata.json

{"address":"An6VcJSAGE4RqhWW1XdhVnxH4uP6BnQHyViiGjmdassW","owner":"BPFLoaderUpgradeab1e11111111111111111111111","data":""}






audit-evidence/reserves.json

{"slot":457341992,"accounts":[{"key":"CvsbGKyCoCBqhtHqhuquN6Pf9XwuSfrhK5eJaiCDRefs","info":{"data":"INHMz85gZbRhVkKI0TbhyeJEipvvKDj4s6vd6/A6PTpVFd7/TZbgRDvYi0GbxP6QuzEafUnRHgkWf+kIpo1JrwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA","executable":false,"lamports":1488440,"owner":"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA","rentEpoch":18446744073709552000,"space":165}},{"key":"WVLrYjJGGv2hvrDzHFtXnf32hj8X6yq99dYEmS87qjU","info":{"data":"INHMz85gZbRhVkKI0TbhyeJEipvvKDj4s6vd6/A6PTpVFd7/TZbgRDvYi0GbxP6QuzEafUnRHgkWf+kIpo1JrwAAUOzCKxoLAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA","executable":false,"lamports":1488440,"owner":"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA","rentEpoch":18446744073709552000,"space":165}},{"key":"GeeySSUXqE6VoJWjbG9jbrBKFJhh1HBCfiWy3PbhPb64","info":{"data":"INHMz85gZbRhVkKI0TbhyeJEipvvKDj4s6vd6/A6PTpVFd7/TZbgRDvYi0GbxP6QuzEafUnRHgkWf+kIpo1JrwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA","executable":false,"lamports":1488440,"owner":"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA","rentEpoch":18446744073709552000,"space":165}},{"key":"EAazBKT7Kr6id1YLrpT2Mi745iZ4WWotALZfcB14hjDF","info":{"data":"INHMz85gZbRhVkKI0TbhyeJEipvvKDj4s6vd6/A6PTpVFd7/TZbgRDvYi0GbxP6QuzEafUnRHgkWf+kIpo1JrwAAFLvwisYCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA","executable":false,"lamports":1488440,"owner":"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA","rentEpoch":18446744073709552000,"space":165}},{"key":"8bDp6NMEw3gRe3jt9PLZYgHiUaS5ByeNHvHvBrvd26YV","info":{"data":"INHMz85gZbRhVkKI0TbhyeJEipvvKDj4s6vd6/A6PTpVFd7/TZbgRDvYi0GbxP6QuzEafUnRHgkWf+kIpo1JrwAAFLvwisYCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA","executable":false,"lamports":1488440,"owner":"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA","rentEpoch":18446744073709552000,"space":165}}]}






audit-evidence/reviewed-files.json

{
  "site": "https://onward.us.org",
  "version": 60,
  "commit": "58265a299d249e539c64539275040470826d264a",
  "snapshotDate": "2026-10-15",
  "files": {
    "app/[page]/route.ts": "466173ebcd1e79e190ebbb393326bf255d745a4cb04f709d335122497276b132",
    "app/api/presale/[[...path]]/route.ts": "116076d74a21ec30adc22585dc588e589db5d0d0209f3506e663b210b4ca3170",
    "app/chatgpt-auth.ts": "4265a2e7c2dcb3a6f4b7026f762bf5b6e4caec76cc13c0a45987ee9a9f2e42cc",
    "app/globals.css": "8546d9b115f0addd582f7ceaaa6b1c069310bcc77c43ee7b8acfe0020be3afd7",
    "app/layout.tsx": "88e89508d7d5bf690b35c05495ee6a762db7e16c900741760b4a38138eca39ba",
    "app/route.ts": "1add6b2008086d3b4b6554a40c2c1f53289ddf2a004a41248041f7b97b289eaa",
    "content/delivery-setup.html": "b6a79e4e2225e8bbe6016ddaf485ecae14ef4cfd97470f07955687ec8615336d",
    "content/details.html": "3d2af55620d8bd50e12f5a262871cd2445f4a875b77e77d108ed1d1b51bd05e5",
    "content/index.html": "a7be684c566fe4a45840a7c7159a353a4e02f75c662f5eaaa9ddbed0579ad46e",
    "content/launchpad.html": "f81b9c46d84b7d154dd8c5578d32d651d0c5f2d491e0e24941d49fecbb94283e",
    "content/rewards-setup.html": "994839164db077274bdd7466c3990a5e462e6940e0e395b6e435030338fefae1",
    "content/sale-setup.html": "3b483a029c8c5a581faea075f4d985b5382b284ac4e4a236f7f4bb18ecee4038",
    "content/token-setup.html": "33f4884640b6a2cbd5e3f57b6accda8b7b3e0a139f3ef48e279db92b1d669e6a",
    "drizzle/0000_dazzling_franklin_storm.sql": "641ff6f4361448ed128213079c5dd3defa7028374e995ba535fd98e679b05f61",
    "drizzle/0001_tiresome_carmella_unuscione.sql": "f24271daf06f8be28b4db97a9f8f8e0bd7464ae67be53bb648ea391661d0edb2",
    "drizzle/0002_goofy_vision.sql": "b51669366188f5d64962ec4ca6c5e657e8f0c1679c782b3b1374d4c445c712fe",
    "drizzle/0003_romantic_nuke.sql": "fde3c7afdaab2db2d59480e32b0c4b10762430d32a319eec8752676c6888acbf",
    "drizzle/0004_famous_white_queen.sql": "37ec18f9a1cddaaef22954ccd83b8ef24bc62e536ae0c397ac3b2c2fa52e95c9",
    "drizzle/0005_long_king_cobra.sql": "89597998a20564f18b62a8f06d7d84c1cf1992b5fcbcb3b6cf8bfb52a8097cfe",
    "drizzle/0006_friendly_runaways.sql": "33dc58e4e8f7bd1cb677260a2b560c113db42d02d6f8b6a93538bd0d9a46ea8d",
    "drizzle/0007_round_revanche.sql": "44e63056db970796ce7cf5dc085ece66370227910d4c86f9dc69c793e187f1e7",
    "drizzle/0008_open_songbird.sql": "8fc929782cb6c94e66ac8b1fe6de7ad3d59e9819cad7611f12911108f8c44c94",
    "drizzle/0009_far_lorna_dane.sql": "db59bbb53e9ad462ee00f0614b16b7eecc5afd865155b70886e025fcdf7c23d4",
    "drizzle/0010_chemical_jane_foster.sql": "96a06c921c3ae6a6339ac9810b34897e6613b2d4625c92ce55c9946d365c42ef",
    "drizzle/0011_wooden_mindworm.sql": "ba4fb2cdf5db92177dfcf67a975702e0900fe788c38b4c0448b86e36a0a054e4",
    "drizzle/meta/0000_snapshot.json": "86b480256cbf5df2dbfd953bcb15f26e72c218d538be80ea47e4ca6c19d2ac99",
    "drizzle/meta/0001_snapshot.json": "12117935eb342daa0990780d48ee190fb9c6f29b2ab17698169640a3dd16de8f",
    "drizzle/meta/0002_snapshot.json": "0714c032df3c59f58f9944f53fe18f9e3d4ba79333256586f0bc9c55165c0f13",
    "drizzle/meta/0003_snapshot.json": "5feecec18de62f03800f8bf9d63def5f61af99fe1af9a557058e8ae2698bc478",
    "drizzle/meta/0004_snapshot.json": "cd413abf5889854da73fbb4f5c5c5a18d23aa65f2db2237c904f8e73b631312d",
    "drizzle/meta/0005_snapshot.json": "20f8a264e159502fedfaef8ae904bfc6068ccfb058af03dcc858b5ddd6fcced5",
    "drizzle/meta/0006_snapshot.json": "9895baa7a75a43e5880daa08d21d1f3a0a5fdff0003220ceed1e5b2e227cbe9a",
    "drizzle/meta/0007_snapshot.json": "04b4efe5842f284349d2a01c02c3f1a9b2fd751903cd6ea2118f3403acc0a97c",
    "drizzle/meta/0008_snapshot.json": "23e0f655fd72b4a495db2fae3c0f448be33f038dd48ffede08e5df1d14d76638",
    "drizzle/meta/0009_snapshot.json": "deb7ac3b1963f730032bf275c2014b357da11f83f2810824bc56821497a72511",
    "drizzle/meta/0010_snapshot.json": "86944ad574d225719cd8f6e8afb9bb83d8f5eae6482e8be1d1a4ce0faba9eceb",
    "drizzle/meta/0011_snapshot.json": "8c74e896c53538ced94343835334f915ac79dc528e9f693b9899cde19824c382",
    "drizzle/meta/_journal.json": "7182debe9cdf679c5232621b823457079c9509f1a4831606e39c7c7c32c2feb7",
    "package-lock.json": "d53a1ca7b090c59265034aaadad73a4243b78809efe9e3e0c1ece95c2661ddf2",
    "package.json": "320e09a439c85637dcc85c9c8394b589978e0dec200901a0d47568ec44eff266",
    "programs/onward-delivery/Cargo.lock": "b1e0eac38ac9def140d3b3187d94a10b14b6f002e96660705f7cb4305ca5d4c9",
    "programs/onward-delivery/Cargo.toml": "20689a19d8ef30a2c934f6723a88763ec55f6e96f838f00b95ea67e62748487e",
    "programs/onward-delivery/README.md": "54cd924643cd4a8c9f4bb6e86d4bb58e98c96a90f912dd74ed5b71e749c124f7",
    "programs/onward-delivery/artifacts/onward_delivery.so": "1316e7c1ed8100c5f8c6a02aca10d17e59676bf332b4198d253bb92808cfb252",
    "programs/onward-delivery/src/lib.rs": "245aecd60e202bafc5904f7e18011cf99298c460eeb1401a91c81cbb094fa508",
    "programs/onward-launch-staking/Cargo.lock": "6f6a63e5115f8c63b79dca3b2541a715758f724e5f0e1f21f6b2078630fe8dcb",
    "programs/onward-launch-staking/Cargo.toml": "c5bc68db1a2418c97a9d403f17830ff7d49804070bc2fd827853e13e03f4f7ab",
    "programs/onward-launch-staking/README.md": "17492d78001c2ba42d321571d7ceb3046e6b2c24db5ba8407647a97171cdd049",
    "programs/onward-launch-staking/artifacts/onward_launch_staking.so": "ad79fea3e8a6769ecefbb761b716f867c803fb9c1ad3b169b687b934a1f16d46",
    "programs/onward-launch-staking/src/lib.rs": "8b5d4fad59d0d506ea3c33315727b64fa9e6dfad0725cc4271812c2c3a852f8d",
    "server/allocations.mjs": "cf78b9986ffc84fc02435b5dd7144c0fd75d3ae9a2372ac0be6f405d1ca44b01",
    "server/delivery-binary.mjs": "51fe4a60187ba6d36dfce95031c27e14d3cdfc7e3e87fab0d560b0359ffb40c4",
    "server/delivery.mjs": "308e8a7ee922b8dbc0d71b3173b21fd74d7ca73717de0c0faec1ef2ccfa7bec0",
    "server/deployment.mjs": "7e16ef0af05b5c3a33ecb81a3281888ef8541e49a9511d98e7497fab701a009a",
    "server/enrollment.mjs": "84326f42806a621a02b07669bcb59b2cccec3be293f64075d914e3159eb62d30",
    "server/launch-deployment.mjs": "8043d3a2ffaabebf9da8983c1a629734c813504ae75c8463b07df9d00c610a3f",
    "server/launch-staking-binary.mjs": "957bcdd523c4d75655395c280d886d9d2490d699f22c1b97d5b20fc83158d38e",
    "server/launch-staking.mjs": "a3c2130b7ec2047b0db53e699796afb971adaf5e1881151d394b2c3367722f31",
    "server/pages.mjs": "25ce222c3fdb97e4e47a7421957f295a75db234d897b44f65f45740fa8c74f74",
    "server/payment-review.mjs": "ef144f7ec46c6d722ae8b5212835eb998b0ef66bdbf19554f5dae41c0d46b6da",
    "server/prefund.mjs": "70db5caa9860fa945d04a483974c2c8b0e745357b8577785a044770aa2a3dcb8",
    "server/presale.mjs": "0e1280a3512933fec597a5fae5f8babd765870d9eeaec3f79e50397638862b3c",
    "server/pricing.mjs": "96989cb7d1034c46816289ac5d1f530022160539fa292ff67dd2aee13d612a0f",
    "server/rate-limit.mjs": "94564c1d8cad254963833939634e188a2ea7c6e73953254b695b5d244119f9fc",
    "server/recovery.mjs": "4876c34dc58f8a96dd9097439986052cd746158bb8885c8674ed6de8806adfa6",
    "server/rewards.mjs": "3c3d6d23379c20013fc4cb077c6d5a07d29d985d186492f8190c8f9ca5917672",
    "server/rpc.mjs": "4eeb7939a7eca286439391a7ec96f55f1f051af9b0cc0e6cf0fbac2f69f48495",
    "server/sale-bonuses.mjs": "52a387bcd99ddda401096cf390f15b9e988d1e43eeba68ead2e30cd648f119bc",
    "server/sale-owner.mjs": "0178a43a55673ffa07c301bcc465b3765003355423ed3210d748614f665f7f27",
    "server/security-headers.mjs": "3a9e31b625a29f5952952289a469cf3d17c5d3c9d88a8cfd68b6494df41ab37f",
    "server/staking.mjs": "a4b2badc6ee34a1172c4a6ec76a13b820dd56633b0c2b767e3294a06d9e0fdbb",
    "src/allocation-core.mjs": "2337f4ee3570572ca5040fef491a6a2048f73d03d2ff2930586fa2abb6ca9c5d",
    "src/bonus-core.mjs": "b2b433798dd2a5b69443d4d8ce1ca1e1facd2019af94be8b586f73cfe7b2146c",
    "src/buffer-shim.mjs": "a9e361da20ca3430e94604fbd63cb601a8f918151d5b4701d3a3f65f5ded9e9f",
    "src/delivery-build.mjs": "9cdef87de19e9cb736b2744d54dee5c1b2b578ca16477ec3b0af89430ceaf0c4",
    "src/delivery-client.mjs": "54989f32fb4eca95d0e606deeb0dae81318d50faaf63dbcaab83ce9e5b067597",
    "src/delivery-core.mjs": "29160d089dca01814123b344d3b0f11ca2b9cf9e9b0207f729a0fb879a4c70c4",
    "src/delivery-dashboard.mjs": "ede9cd9d3bde3a3e80a8db61d0a721b945f17d9bad61e0862973435cf8a897b2",
    "src/delivery-setup.mjs": "d7b6ecda6050ab7c565d73db2a53a6bf3b6511939b660d9484c0fd19e582dc1c",
    "src/deployment-builds.mjs": "532c2714bbf58e520d3c675fb1ea8677d348858aea18edaa79879c4182dda88a",
    "src/deployment-client.mjs": "209a14b49ca02a15165841dda56f8374940c2dc60263ad716c546c3400547445",
    "src/deployment-controls.mjs": "0a33289e1237ea0173297d8733209bc58cb746c9253f03e12599ebce948e4bf6",
    "src/deployment-core.mjs": "47043573e87dbc340db1eba8bd54d28a509f15965ab833a2f0d3350e031c2706",
    "src/launch-deployment-core.mjs": "e8880ab00d21022bc9bcb3e549da8f07ded3423294259707e52776a4b0cae923",
    "src/launch-staking-availability.mjs": "e845499e894d54bd9d4634630ca4149f3e65bca80662e6f0e5a673712a315b43",
    "src/launch-staking-build.mjs": "f4a10cd897243332df102d6a9e0b71f191b84b11440cac1d7ba524b1771872be",
    "src/launch-staking-core.mjs": "7511608350efdca986b9cb4c8a43ef908158edf1c938ebef6cd63bb445da98c3",
    "src/metadata-core.mjs": "c32156c3b61641cb438b4acc85e78f0ce4f3f6025f35abfd6001420da1bc9a59",
    "src/mint-core.mjs": "5db2d61960a297fac3f7b90f4c6109935bfdb32ae129888bdd203936ce37ae24",
    "src/payment-core.mjs": "fe3818e34fea10a7636afc831f9644a851a8d26b30489a4eccf47c7dc2894f96",
    "src/phantom-mobile.mjs": "ae1d2902e65208cea4369e52ed92ec7e0197a262e42bb3675e211cce1edcbc86",
    "src/presale.mjs": "cb22a482dfff3dbdc3e7ca78af12a62ddc1b2ff1648c8f31cb44bb06d083c972",
    "src/receipt-core.mjs": "d679b15c083e00632a5a2195c25275d31837d9d7aab6e59d72ad621147eec148",
    "src/recovery-core.mjs": "7021f51fbd975e3d082969b22f0aa60a12b1f88074bdcaf796ace191e58724eb",
    "src/reserve-status.mjs": "4498c7b9a10157a69627d32bc723dfb7a9fe9ba8cbdca9eec2f713d40ba88d66",
    "src/reward-client.mjs": "210871e77e13c585e10a17d9260a2111a8ae8f5db525dcdd68ec1b0bb5966ab2",
    "src/rewards-core.mjs": "f879b942d3844db2511790d0919a243141c19e333c53d0dd7d72723ea5cb8a52",
    "src/rewards-setup.mjs": "62208bcf17da064a6fcc91f2120416d94ea6713d1414df832e827e1ad2c365b8",
    "src/rpc-transport.mjs": "29b76c6f7e5f0dcc6b337cff05571bbacb93a5bd1e6d9cbc68835a3c79a9b2eb",
    "src/sale-config.mjs": "9ec21a0a065b86dd7becc5bce07e63959f134b539dceac9bd723e081f09db5b1",
    "src/sale-setup.mjs": "14cdd7499859064c36468bf7d0e2ddf9d2d39c5673e1b95ed0bf4075af126af2",
    "src/sale-wallet.mjs": "858d44b8dfaeca14855126a7efe61f469ce177a4ac7bfe95fb1ed00a046bfcc5",
    "src/staking-core.mjs": "1845d170e4d9a23d151f3096ad1447e4968494061b3a4f286e6027da608a63a4",
    "src/token-setup.mjs": "38d816cf66e604e972233900fb3dfb7ea2706affc20f25ea171fe648b845d746",
    "src/transaction-validation.mjs": "693b8bd1a534639346c37dfde05fcb723890af7ba91c6f013c7d9e01504ba054",
    "src/wallet-choice.mjs": "a535ce573a539a5632d70656102f5f35368bdc2f27cc698558b64c61e7ffa5c8",
    "src/wallet-signer.mjs": "4d79580a96e943690cd08f29e65f22d638dc5df39469a51e8d236aea04b4b5f0",
    "src/walletconnect.mjs": "876ba5b98933b5b898e11fe71d5ae8396235e23b799972061802c653ae27be4a",
    "tests/allocation-reserves.test.mjs": "13f051c9195e61b65bd03777c459f42e5fa99918673ba8c7dddc979de33b9c81",
    "tests/client-startup.test.mjs": "8d7bc67a6a076147fd5b66d50bd6c339608d61bb32685e906f94d3544c5d3cde",
    "tests/delivery-owner-browser.test.mjs": "394c222581e424e6ff92ac13a28da66f8629adba7f1bd0a8e71d897ab1597a3f",
    "tests/delivery-program.test.mjs": "ac6aebada6fc77bd4f597091d116688787f6e30c2c63e65c5b0ecffb8f6669a4",
    "tests/delivery-server.test.mjs": "e3bdc140abb2dd9286df43937490646ed4d1e4a69c9d586e5e192e150b6ce647",
    "tests/delivery.test.mjs": "ae64601dd9aae95727a9abc3d2942022664b7d009c9f61e889c4078a939127cc",
    "tests/dependency-security.test.mjs": "057980a16cc041b7b79d1bee61e0f1d79c8478a4803c9189109a56ab11e53df7",
    "tests/deployment-client.test.mjs": "4b6aa66c02e4e70f8ac3df2ef543d64c954bc0fce9dbb8183ee5ba4526eee752",
    "tests/deployment-controls.test.mjs": "ffa8c5656367cc3c6ddd000e01d1b53abc95cf863eb9911fce108b1d3e79323d",
    "tests/deployment-server.test.mjs": "00e2f9cc5fe30339521f2c6cc873f658336361069ad808ecdde33778a4aebd58",
    "tests/deployment.test.mjs": "7dbb82dcd61c57767d1dd00597379fa433b984eb173fefabc4b95d5be6f3e58a",
    "tests/fixtures/jito-distributor.json": "d348d990a02658c24225a4a24962867a6b35cec76df1cd6ecae0f7cc550c5a0e",
    "tests/fixtures/jito-distributor.so": "51043e9794e69f0b071d741abd29fc274694ab60e412a1ed6d0dd38e258703ac",
    "tests/helpers/delivery-fixture.mjs": "5098379c4a5469e48df17f956259600ea033a4a17f9bd3cbddff9f667904d378",
    "tests/helpers/launch-fixture.mjs": "f5ae50cc88a12a97ae7c353ce9c8ebac0f3009b590f24b56c788eb1800973109",
    "tests/launch-deployment-server.test.mjs": "f22ab5d149b18f38992fd014634af36ac05bedc6ea72665c651bd32fb9a01240",
    "tests/launch-staking-program.test.mjs": "67f044ab19e6365d2dcc5c078d663acfc749927004f8553472017f449b576970",
    "tests/launch-staking-server.test.mjs": "bfb23356f0480c4c4b72d4d701fb1ba9755912df0e9d88cef6d90a194472f44c",
    "tests/metadata-update.test.mjs": "2ce47178bc7aa126c112bbc0a1c0b523e6ae833303a1c18b1bae802fc84377c4",
    "tests/payment-acceptance.test.mjs": "da247ed7c2816f4ab75c13fea64cd9ac3af5a116ae6ab59e158f84ec65304ba5",
    "tests/prefund-client.test.mjs": "5ac4f8aff06a6eb5a94576fcffdc493d10d008475898c1436b28816ee65b530d",
    "tests/prefund-program.test.mjs": "646ba432bea4c4a7efe6a4f085c3cc09f6029c8ae2d22cd47c2d710c917cd73f",
    "tests/purchase-recovery.test.mjs": "2ebdf3cc568449c8c208ae045b9e8ecc018103f9776420bac68f18f77e45a28e",
    "tests/recovery-drill.test.mjs": "494b07259ed440d202d27155e14bda0c6a4598274820a9cd1e6689be515150d1",
    "tests/rewards-program.test.mjs": "6b7efb6a3db09e7b5f7701209a83e30784d6326e2b8e693d1bff4ad5fb962429",
    "tests/sale-bonus.test.mjs": "42dec9b89d0617dcc6baca3330b3af69711df91de619e3beff61f5002268e26a",
    "tests/sale-browser.test.mjs": "2d24330a447824aa446ee973993a9b0515b5a5b38dbd492eb8f5ae1c53c5dd24",
    "tests/sale-guards.test.mjs": "d1dd0fe3fe34802615b860b2555f48696e85e09e09143c861f37a8db037d1bdf",
    "tests/sale-hardening.test.mjs": "a67b73fd23a052c1c87aa4b5ae551f4b555d4137f9625b71c9099bd62b1ca448",
    "tests/sale-ledger.test.mjs": "4c2e43b741b36fe19a7cd21d59c74765938905d6149c68e4e3732b3708ea937a",
    "tests/sale-payments.test.mjs": "c2891c4edd7ddb35000a7fa380c1255f2f8b4a424780b3d9c649143f1a804b54",
    "tests/sale-phantom.test.mjs": "c31ec0136539945d23fbc2cca0305fd1051d2ac3d40ee45f4275c45526375a7f",
    "tests/sale-rewards.test.mjs": "782cdaa51a5ca70a9f73c63c4b3966b226a22a279372d4eaec19c37ba94fa527",
    "tests/sale-rpc.test.mjs": "8f197aad6ccbac01e3df49558d59811d03808200d84a949be4b5ee3a9926409e",
    "tests/sale-staking.test.mjs": "e74fbe9ff0b0935896884c958a01e45f4b69c12d8f48cb5dbdf91b070234466d",
    "tests/sale-wallet-choice.test.mjs": "c10a49d583d952a79ab30eb6f618baf724e6209981b3842d082f600f4e53bc94",
    "tests/signing.test.mjs": "ec433a12cfd3c0d7937ee6160421602c729d5803bdb6b225d871d8601298a9b9",
    "tests/stake-enrollment.test.mjs": "304b70107b0c40564c3dd15285626fb361922db86fb7e4aec764cc6865beb0b1",
    "tests/team-lock.test.mjs": "24c1fd52dda4afa3b2e68392134448676f2724f47eb6d3df9055fb3f50083f12",
    "tests/token-builder.test.mjs": "1ebc981b4e52f7a7e04e0fb4d39c8ec103f550ce5ac878bbacca3f12c3565645",
    "tests/transaction-validation.test.mjs": "a77350f8aa449c8172babb77982d8be05964d8489022ce9af2caa1e4ef63974a"
  }
}
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audit-tests.log

npm warn Unknown env config "http-proxy". This will stop working in the next major version of npm.

> onward-crypto-presale@1.0.0 test:token
> node --test tests/*.test.mjs

✔ one approval reserves the agreed amounts under the owner and leaves the 200 million team tokens (52.328193ms)
✔ wallet fee adjustments fit while changes to reserve recipients, amounts, authority or rent are blocked (142.800644ms)
✔ confirmation rejects missing, redirected, delegated, frozen or incorrectly funded reserves (9.362941ms)
✔ signed submission checks all eight allocation accounts and refuses an incorrect reserve balance (153.314951ms)
✔ browser bundle starts without Node process and explains absent wallet (181.068399ms)
✔ injected mobile wallet can connect and enable review without signing (43.367695ms)
✔ one create button connects and stops before signing for the wrong wallet (52.463865ms)
✔ owner page loads read-only, connects once, and enables reserve approval before deployment while team deposits remain disabled (316.371246ms)
✔ wrong connected owner cannot enable a reserve, deployment or lock approval (130.844727ms)
✔ the team clock cannot be triggered while the sale is active, even with the confirmation checked (75.368026ms)
✔ a signed owner transaction saved before refresh is recovered without reconnecting or requesting another approval (96.834277ms)
✔ the compiled owner page releases an expired final deployment approval and permits one wallet connection for a fresh request (65.029438ms)
✔ a funded full vault disables repeat deposits and keeps finalization off while the presale is active (86.144832ms)
✔ one owner connection enables launch finalization only after sale closure and explicit trading confirmation (164.233785ms)
✔ compiled bulk-deposit button reaches one wallet approval with no unused-return amounts (1474.552135ms)
✔ deferred deployment removes launch controls without changing the funded presale setup (382.175933ms)
✔ deferral preserves a saved launch deployment approval without submitting it or requesting payment (57.088181ms)
✔ compiled program: funding locks claims until launch, then one claim splits directly into wallet and timed escrow (259.245905ms)
✔ compiled program: altered amounts, recipient, tier, wrong signer, and owner withdrawal all fail without moving tokens (143.25737ms)
✔ compiled program: all tiers begin at actual escrow creation and allow full wallet staking after a zero-stake claim (430.588059ms)
✔ compiled program: prefunding a claim PDA cannot block its legitimate buyer (73.077285ms)
✔ verified prelaunch vault loads without account scans; a failed scan after launch cannot invent an empty stake list (538.5941ms)
✔ one full deposit covers earlier and later purchases; finalization opens dashboard claims once and optional staking needs no treasury payment (628.097842ms)
✔ finalization waits for pending purchases, rejects a changed final snapshot, and preserves all locked tokens (282.077339ms)
✔ failed launch confirmation restores the prefunded state and removes tentative proofs without another deposit (208.472237ms)
✔ buyer accounts, modified full-deposit amounts, and missing backup storage cannot fund the full vault (199.582561ms)
✔ thousands of buyers finalize with small database metadata, indexed per-wallet proofs and an independently recoverable manifest (3299.396469ms)
✔ server verifies actual binary simulation, records proof backup before broadcast, recovers uncertainty, and credits a claim once (187.179397ms)
✔ buyer stake lookup is wallet-filtered and rejects valid escrow accounts for another wallet (123.980368ms)
✔ server rejects changed instructions and absent recovery storage before any coin movement (118.798846ms)
✔ owner setup simulates real reserves before deployment, then checks team deposit and blocks launch until sale closure (153.446398ms)
✔ reserve dust cannot permanently block setup: its SOL recovers only to the fixed treasury, then allocations can be created (57.765699ms)
✔ a known finalized reserve receipt remains recoverable after the later team deposit (80.204535ms)
✔ production funding quotes use confirmed base and bonus totals from separate reserves and leave the team vault untouched (67.24085ms)
✔ historical delivery roots retain enrollment reward boundaries and cannot use website finalization (454.691783ms)
✔ a buyer-signed mismatched nonce escrow cannot stop everyone’s weekly rewards or inherit enrollment weight (465.884463ms)
✔ delivery fails closed until deployment and does not connect, spend, or generate fake claims (8.768149ms)
✔ compiled bytecode is pinned; upgradeable or changed program code is rejected (86.767162ms)
✔ a large distribution claim with optional escrow remains one transaction under Solana packet limits (287.699433ms)
✔ one connected wallet approval claims and stakes without reconnecting; mutated instructions are blocked (70.88586ms)
Presale request failed: New presale stake enrollments are closed.
✔ production requires configured delivery before accepting reward enrollments (35.29509ms)
✔ bounded BigInt codec preserves unsigned endian bytes at Solana width and supply boundaries (4.72716ms)
✔ oversized buffers, overflow, negative values and invalid types fail without native code or truncation (1.053182ms)
✔ Solana SPL layouts resolve to the pure JavaScript replacement and preserve exact TransferChecked instruction bytes (249.666116ms)
✔ the bundled browser codec preserves large token balances with the same bounds checks (54.977752ms)
✔ MetaMask resolves patched UUID APIs and malformed output buffers are rejected (7.296539ms)
✔ the upgraded RPC client preserves mainnet request and response handling without stream-json (13.78901ms)
✔ application payment and wallet bundles contain no native bigint, stream-json or build-tool pattern parser (1393.183847ms)
✔ deployment integrity checks finish before refreshing the signing blockhash, and Phantom receives matching refreshed callback state (218.723122ms)
✔ a changed upload is rejected before a fresh signing request or wallet handoff (23.558082ms)
✔ launch deployment verifies its own binary and keeps its saved approval separate from the original program (17.594426ms)
✔ an expired saved final approval is cleared on refresh and re-enables the button without another storage payment (2.92303ms)
✔ an interrupted paid upload refreshes its saved progress and waits before retrying without another wallet approval (0.633711ms)
✔ deployment server uploads the exact build, hands control to the treasury, refunds its unused budget, then enables deposits only after immutable verification (3516.889388ms)
✔ unknown callers cannot prepare owner spending, advance an unfunded uploader, or enable final deployment before verification (30.624396ms)
✔ a refreshed deployment blockhash preserves the fixed transaction, simulates the actual loader, backs up before broadcast and submits once (73.496601ms)
✔ expired or changed signed deployment instructions cannot create a receipt, spend funds or consume the paid upload (46.098125ms)
✔ deployment expiry during signed simulation is recoverable and does not create a pending receipt (49.489579ms)
Presale request failed: The deployment approval expired. Prepare it again.
✔ the public API returns the deployment expiry code so saved browser approvals can be released safely (32.350989ms)
✔ deployment submission requires a real valid signature from the fixed treasury before any RPC submission or backup (60.38361ms)
✔ a failed upload request keeps its signed write, resumes the same bytes in a small batch, and reports verified progress (153.323229ms)
Presale request failed: Launch-staking deployment is saved for later.
Presale request failed: Launch-staking deployment is saved for later.
Presale request failed: Launch-staking deployment is saved for later.
Presale request failed: Launch-staking deployment is saved for later.
Presale request failed: Launch-staking deployment is saved for later.
✔ deferred launch-staking API exposes no budget and rejects deployment or launch spending before RPC (24.130632ms)
✔ actual Solana loader: one owner approval creates fixed upload buffer; uploader writes only reviewed bytes; final owner approval deploys immutable program (1975.589249ms)
✔ deployment approval never allows changed recipients, extra transfers, changed code/addresses or an excessive upload budget (28.486654ms)
✔ launch-staking deployment uploads its distinct pinned build, hands control to the treasury, refunds its unused budget, then enables deposits only after immutable verification (3603.395028ms)
✔ selected coins enter escrow at launch and every lock expires from launch even without a buyer claim (370.462492ms)
✔ direct claims cannot take locked amounts or shorten a committed stake; launch cannot restart (150.68152ms)
✔ forged launch accounts, unauthorized launch, substituted withdrawal destinations and donated PDAs cannot escape custody (382.39643ms)
✔ every supported tier enforces its launch-relative boundary, including a buyer who never claimed (289.137017ms)
✔ maximum supported buyer roots fit wallet packets and native execution with bounded priority fees (10199.056538ms)
✔ owner seals once, then launch escrows all stakes with no buyer claim or per-purchase deposit (1186.51496ms)
✔ changed snapshots, signatures, instructions and unavailable recovery cannot seal or move any tokens (193.868283ms)
✔ failed or expired preparation releases only database reservations; the full vault stays funded (184.187293ms)
✔ logo update changes only the public URI and retains the existing authority and token data (32.304208ms)
✔ wrong wallets and unauthorized or immutable metadata cannot build a logo update (6.548855ms)
✔ metadata confirmation verifies the program, mint, name, ticker, authority and exact URI (2.812274ms)
✔ metadata simulation requests only three verification accounts and checks the unchanged mint (5.26698ms)
✔ an expired quote can transfer SOL directly but cannot become an accepted entitlement or reserve sale capacity (341.218379ms)
✔ a timely direct payment still requires checkout acceptance; a quote is never allocation evidence by itself (108.663128ms)
✔ USDC direct payments with signed expired quotes are reviewed without granting quoted bonuses (124.134754ms)
✔ production quote, approval and finalization issue acceptance only after reservation and backup, with one buyer signature (205.746523ms)
✔ signed quote expiry and accepted signature/cap/bonus evidence cannot be forged or reused (131.382785ms)
✔ accepted purchases survive recovery and duplicate direct payments receive no second allocation (307.909232ms)
✔ unmatched payments are visible without a quote; failed, redirected and another buyer’s transactions cannot create review records (84.311158ms)
✔ an unsolicited one-lamport payment has no allocation and cannot veto buyer-claim finalization (88.101741ms)
✔ background scanning is idempotent and rate bounded; an RPC outage cannot advance past uninspected payments (109.406119ms)
✔ a pruned provider cannot mark an empty history complete when a known finalized purchase is missing (106.615577ms)
✔ mixed assets and multiple paying wallets in one transaction cannot poison receiving-wallet scans (140.223248ms)
✔ v0 direct transfers are verified against their original message and can be reviewed (67.97952ms)
✔ only an authenticated receiving-wallet settlement can close a review; it grants no tokens (179.860285ms)
✔ full-vault funding verifies immutable code before requesting one fresh wallet approval and preserves mobile callback bytes (144.430502ms)
✔ an upgradeable or changed program cannot receive the full presale allocation through the browser (51.200148ms)
✔ the deployed ELF accepts one full deposit before the final buyer list, keeps custody locked, then supports dashboard claim and staking without more owner deposits (255.040078ms)
✔ recovery rebuilds both legacy-backed and v2 SOL/USDC purchases only after finalized-chain verification (392.200421ms)
✔ a backup cannot credit duplicate, redirected, failed, missing or wrong-network transactions (156.982524ms)
✔ recovery rejects altered entitlements and excludes pending approvals from paid balances (58.373853ms)
✔ pre-bonus payments remain recoverable after a ledger bonus upgrade without relaxing newer memos (193.286635ms)
✔ a fresh isolated database reproduces purchase, bonus and the signed enrollment with the sale paused (268.741602ms)
✔ pending records remain evidence, never restored paid balances (80.758963ms)
✔ bad buyer signatures, contradictory choices and incomplete backups cannot produce a recovery database (181.632427ms)
✔ a failed chain verification or database insertion leaves no partially recovered file (117.983226ms)
✔ the immutable mainnet distributor executes 14-level claims and rejects forged amounts, proofs and double claims (6391.89587ms)
✔ bonus thresholds distribute 120M then 240M and stop at $5M (1.062266ms)
✔ threshold-crossing purchases split by dollar portion with exact atomic rounding (0.23285ms)
✔ splitting purchases cannot earn extra bonuses and altered quotes are rejected (0.524708ms)
✔ received payments needing review stay outside buyer balances and checking one requests no extra wallet approval (303.651248ms)
✔ the receiving-wallet review page scans both assets and displays its queue without connecting or moving money (252.970244ms)
✔ the home Connect button offers Phantom and MetaMask in a popup, then opens the connected dashboard (54.702098ms)
✔ a saved dashboard URL and canceled connection keep the public purchase window visible (71.346086ms)
✔ dashboard waits for actual wallet connection approval before displaying buyer information (68.194703ms)
✔ staking amount and period are editable while balances load and the entered draft survives the saved enrollment (89.466485ms)
✔ dashboard staking reuses one connection, signs one message and never sends a payment (159.025653ms)
✔ closed checkout and the sale status page do not connect a wallet or request signatures (292.170621ms)
✔ one purchase button signs once, submits the approved payment and displays the saved distribution receipt (159.948288ms)
✔ refresh recovery clears an expired unsubmitted quote without another wallet signature or payment (75.302649ms)
✔ receiving wallet is shown and rejected before any quote, signature, or payment submission (84.126796ms)
✔ Connect opens the dashboard and repeated dashboard visits reuse the connected wallet (64.047884ms)
✔ returning from Phantom resumes the approved purchase once and records its distribution receipt (243.99613ms)
✔ a connected dashboard buyer purchases twice with one connection and sees confirmed totals (152.074182ms)
✔ Buy tokens resumes after Phantom connection and requests signing without another connection click (142.696639ms)
✔ weekly USDC claims reuse the dashboard wallet, ask for one approval and never invoke purchase checkout (148.431351ms)
✔ refresh recovers an approved USDC claim without reconnecting or signing again (99.485629ms)
✔ owner rewards page remains readable and cannot request funding before beta launch (283.72506ms)
✔ ONWARD dashboard claim uses the connected buyer once and combines delivery with the selected escrow lock (302.262407ms)
✔ launch-staked dashboard claims only unstaked tokens without repeating enrollment (196.541864ms)
✔ launch-staked dashboard withdraws a full-balance stake without a delivery claim (171.472086ms)
✔ prelaunch staking needs one message approval and remains usable with the funded vault (207.941335ms)
✔ prelaunch staking needs one message approval and remains usable when delivery RPC fails (220.087482ms)
✔ prelaunch staking needs one message approval and remains usable while delivery RPC is pending (188.700331ms)
✔ SOL and USDC retain exact payments with wallet assertions and bounded compute resources (56.714952ms)
✔ guards cannot hide changed amounts, recipients, references, ordering or extra payments (15.862584ms)
✔ memory writes, unknown programs, privilege escalation and invalid guard layouts are rejected (41.053338ms)
✔ rejection reports contain bounded public metadata without signed payloads (10.543565ms)
✔ SOL and USDC entitlements are exactly reconstructable from authenticated payment memos (237.579364ms)
✔ buyers cannot forge a higher SOL price, base allocation or bonus using their own memo signature (128.865935ms)
✔ on-chain recovery accepts only the exact finalized successful mainnet transaction (140.378772ms)
✔ receipt and stake backups are authenticated; mutation and another signer cannot replace their evidence (50.178895ms)
✔ quote quotas are atomic under simultaneous requests and cannot be reset by spoofing Origin (34.820026ms)
✔ per-wallet quote limits and stale-quote cleanup do not delete confirmed, pending or signed receipts (8.350642ms)
Presale request failed: The minimum contribution is $1 in USDC or its quoted SOL value, unless less remains in the sale.
✔ dust quotes fail before RPC or database creation and API responses retain browser protection headers (16.242194ms)
✔ security headers forbid injected scripts, framing and plugins while retaining wallet relay access (1.078921ms)
✔ certificate verification uses browser-compatible base64 decoding (43.79775ms)
✔ independent backups retain prior purchase and stake versions under content-addressed keys (55.399245ms)
✔ unauthenticated requests from another edge IP cannot exhaust a buyer wallet quota (6.286913ms)
✔ browser security policy allows every RPC used by delivery approvals while forbidding arbitrary connect origins (0.646471ms)
✔ generated asset rules and HTML route handlers use the same security policy as the API (2.654367ms)
✔ built HTML pages cannot bypass their protected route through duplicate public assets (2.022067ms)
✔ checkout diagnostics log public metadata once without reserving or crediting payment (32.055835ms)
✔ custom domain checkout accepts only explicitly approved HTTPS origins (9.063793ms)
✔ two simultaneous approvals cannot reserve the same remaining early bonus (12.599333ms)
✔ legacy purchases receive bonuses once; failed and unsigned quotes receive no entitlement (10.763706ms)
Presale request failed: The bonus tier or remaining allocation changed. Click Buy tokens for a fresh quote. Nothing was submitted.
✔ a signed purchase binds the quoted bonus and records it before one submission (303.497547ms)
✔ atomic reservations include pending and confirmed purchases and cannot overbook or credit a quote twice (4.370024ms)
✔ paused, expired and superseded sale terms cannot reserve funds for submission (15.397616ms)
✔ fundraising counts finalized payments once and releases failed payments without inventing raised funds (8.559385ms)
✔ uncertain submissions retain reservations; expired unconfirmed references can be recovered without another payment (7.67704ms)
✔ hosted owner configuration opens the sale without a wallet or RPC call; public admin requests cannot change it (15.152738ms)
✔ owner configuration can pause and resume while preserving accepted terms and purchase records (9.067018ms)
✔ dashboard totals include all confirmed purchases, exclude failed orders, and retain exact raw token precision (12.707465ms)
✔ dashboard preserves token precision near the full presale allocation (4.346919ms)
✔ fixed price handles SOL conversion, fractional tokens and the exact 2 billion token cap (1.89736ms)
✔ payments use only the selected asset, fixed treasury and purchase reference, with one buyer signer (45.257933ms)
✔ signed SOL payments can exceed 0.05 SOL while their fees cannot, and the exact signed transaction is simulated (61.249321ms)
✔ SOL pricing rejects inconsistent markets, malformed responses and wide spreads (0.807122ms)
✔ Phantom connects through encrypted approval and returns a signed purchase without wallet broadcasting (182.895728ms)
✔ Phantom callbacks with missing state, incorrect encryption or rejection cannot save a purchase (6.812021ms)
✔ Phantom approves staking with an encrypted message signature and no payment transaction (20.313319ms)
✔ Phantom returns a 14-level weekly USDC claim approval to the website and preserves exact instructions (3151.184818ms)
✔ owner Phantom connection returns to weekly funding page without opening a wallet browser (1.477589ms)
✔ Phantom payment resolutions return to the owner review page and preserve a message approval without any payment (20.148457ms)
✔ Phantom returns an atomic ONWARD claim-and-stake approval to the dashboard without a reconnect (66.376541ms)
✔ Phantom reserve and team approvals return to the owner page without opening the site inside the wallet (137.727049ms)
✔ Phantom returns a launch-stake withdrawal to the dashboard with the same buyer, proof and single approval (63.445209ms)
✔ reward periods are beta anchored and only completed weeks can be funded (2.86926ms)
✔ weekly allocation aggregates wallet time-weight before rounding, preserves precision and never exceeds half the fees (75.684652ms)
✔ Merkle leaves match independently encoded Jito SHA-256 domains; odd leaves and every proof verify (28.503309ms)
✔ 16,384-wallet claims fit packet and submission limits with wallet priority fees; over-capacity snapshots fail before funding (3323.831338ms)
✔ a full delivery-sized weekly snapshot funds once and retains independently verifiable claims beyond wallet 4,096 (6857.517392ms)
✔ funding ABI atomically initializes the correct root and transfers native USDC; mutation and extra transfers are rejected (26.296515ms)
✔ pool verification rejects altered roots, amounts, custody and clawback while recognizing real claims (11.645911ms)
✔ immutable deployment verification fails if program data or upgrade authority changes (2.404261ms)
✔ funding preparation creates no records and never accepts an unfinished week or another funding wallet (4.938157ms)
✔ atomic pending-week reservations prevent double funding and rollback every allocation on collision (7.696589ms)
✔ only finalized, verified funding credits USDC; signed claims are idempotent and on-chain confirmed before marking paid (121.651009ms)
✔ wrong wallets, altered claim destinations and missing signatures cannot record or broadcast rewards (56.479728ms)
✔ finalized failure and conservatively expired funding release the week without crediting rewards (20.535633ms)
Presale request failed: Weekly rewards begin after the public beta launch.
✔ reward endpoints reject foreign-origin writes and keep funding off before beta with no wallet transaction (9.82027ms)
Solana RPC provider unavailable first.rpc.fixture 429
Solana RPC provider unavailable first.rpc.fixture 200
Solana RPC provider unavailable second.rpc.fixture 200
Solana RPC provider unavailable first.rpc.fixture 200
Solana RPC provider unavailable second.rpc.fixture 200
✔ a private history endpoint stays server-side and requires HTTPS (10.916535ms)
✔ empty getTransaction history retries another provider without changing the lookup (3.470602ms)
✔ empty getSignaturesForAddress history retries another provider without changing the lookup (3.030611ms)
✔ all providers missing a transaction return an unconfirmed result, never a fabricated successful payment (3.043471ms)
✔ history-specific preferred providers do not move ordinary balance reads to the archival endpoint (1.045831ms)
✔ rate-limited RPC fails over without changing the signed payment and respects cooldown (2.870191ms)
✔ JSON RPC rate limits and unavailable endpoints fail closed without repeated request storms (1.811601ms)
✔ queued public-provider requests receive a fresh network timeout after their rate-limit slot opens (92.066241ms)
✔ HTTP 200 method rejection fails over and keeps other methods available: Method not found (2.022653ms)
✔ HTTP 200 method rejection fails over and keeps other methods available: Method getProgramAccounts is not allowed (3.424424ms)
✔ all providers refusing an account scan fail closed and cool down without inventing empty positions (6.066701ms)
✔ transaction simulation errors reach the caller without retrying on another provider (0.497147ms)
✔ account scans get a longer read timeout while ordinary RPC calls retain the short deadline (82.401845ms)
✔ staking locks confirmed tokens and bonuses with one signed, replay-safe approval (118.417012ms)
✔ simultaneous approvals cannot stake the same balance twice (35.216412ms)
✔ invalid signatures, origin, expiry, amounts and unsigned purchases never create stakes (41.901082ms)
✔ tier changes invalidate pending approvals but preserve already locked terms (45.252205ms)
✔ large staking balances retain exact integer precision with a 3x weight (16.001803ms)
✔ weekly rewards use funded fees, reward weight and time active without exceeding the pool (0.414292ms)
✔ wallet selection lists detected providers without automatically choosing MetaMask or duplicating injected providers (2.327295ms)
✔ a Wallet Standard buyer can choose among granted accounts and an ungranted account is rejected (0.835174ms)
✔ WalletConnect binds approval to the selected mainnet account and requests signing without broadcasting (175.416355ms)
✔ WalletConnect staking signs the exact base58 message with the connected account (114.397901ms)
✔ fresh signing reference uses validity without comparing slots and block heights (8.967629ms)
✔ confirmation and expiration use signature status and exact blockhash (4.484205ms)
✔ MetaMask Wallet Standard receives the exact token transaction signing request (2044.537174ms)
✔ MetaMask adapter accepts a returned transaction with wallet-added fee settings (2011.173467ms)
✔ MetaMask can connect a buyer account and dispatch the exact sale-settings message for approval (2003.767994ms)
✔ fresh MetaMask connection revokes restored treasury permissions and requests the current buyer account (2203.90616ms)
✔ failed permission revocation never silently reuses a previously connected account (0.69261ms)
✔ a signed enrollment includes bonuses, survives the prelaunch wait, and replaces a choice without rewriting past eligibility (353.431514ms)
✔ wrong signature, origin, unpaid funds, expired approvals and changed signed terms cannot enroll a buyer (56.924236ms)
✔ simultaneous enrollment changes have one active result and cannot be approved after sale closure (85.459382ms)
✔ replaced enrollment windows are disjoint and fabricated stake records cannot fund weekly rewards (133.793907ms)
✔ colliding escrow terms end only their buyer’s enrollment at the earliest boundary, independent of scan order (66.083591ms)
✔ legacy enrollment signatures remain verifiable without changing their stored terms (71.110057ms)
✔ compiled contract separates the five reserves, escrows the full team share, and funds buyers from presale plus bonus reserves (150.069746ms)
✔ team cliff starts at launch, cannot reset, and releases exactly once at the 365-day boundary (113.146867ms)
✔ first buyer-claim launch atomically starts the same team clock and cannot open with an unfunded team vault (68.822956ms)
✔ team vault rejects unauthorized owner, supplied dates, redirected unlocks, and token authority escape attempts (57.192382ms)
✔ a donated lamport balance cannot block the team PDA deposit and all owner transactions stay within packet limits (121.772592ms)
✔ fixed supply transaction creates only the approved token and recipient (20.575312ms)
✔ wrong signer and unsafe metadata are rejected (0.602335ms)
✔ network identity is verified (0.236005ms)
✔ fee allocations preserve cents across rounding (9.580439ms)
✔ accepts wallet-added priority fees and a refreshed blockhash without changing the token (26.733512ms)
✔ immutable approval catches an injected wallet mutating its input (6.520964ms)
✔ accepts equivalent readonly account ordering instead of requiring identical message bytes (12.788698ms)
✔ rejects changed supply, recipient, authority, metadata, rent, ordering and extra transfers (101.025942ms)
✔ rejects malformed and duplicate compute instructions and fees exceeding the cap (22.08515ms)
✔ verifies the exact signed fee-adjusted transaction and same-bank cost before submission (31.629836ms)
✔ blocks excessive fees, expired references and missing signatures before any simulation (18.792905ms)
✔ signed simulation independently blocks costs above 0.05 SOL and wrong token delivery (15.962635ms)
ℹ tests 240
ℹ suites 0
ℹ pass 240
ℹ fail 0
ℹ cancelled 0
ℹ skipped 0
ℹ todo 0
ℹ duration_ms 18762.761647







audit-build.log

npm warn Unknown env config "http-proxy". This will stop working in the next major version of npm.

> onward-crypto-presale@1.0.0 build
> node scripts/build-app.mjs

[vinext] Tip: migrate from `vinext build` to `vite build`.
(!) Your Vite config uses features that are unsupported by `configLoader: 'native'`, which is planned to become the default in a future major version of Vite:
  - JSON import "./.openai/hosting.json" without import attributes (vite.config.ts:3:27). Add `with { type: 'json' }`
  - import "./build/sites-vite-plugin" without a file extension (vite.config.ts:5:23). Add the file extension
Set `VITE_CONFIG_NATIVE_IGNORE_WARNING=true` to suppress this warning.
�[33m▲ �[43;33m[�[43;30mWARNING�[43;33m]�[0m �[1mProxy environment variables detected. We'll use your proxy for fetch requests.�[0m


[1/5] analyze client references...
vite v8.3.4 building rsc environment for production...
transforming...
✓ 541 modules transformed.
rendering chunks...
✓ built in 1.80s
[2/5] analyze server references...
vite v8.3.4 building ssr environment for production...
transforming...
✓ 128 modules transformed.
rendering chunks...
✓ built in 318ms
[3/5] build rsc environment...
vite v8.3.4 building rsc environment for production...
transforming...
✓ 866 modules transformed.
rendering chunks...
computing gzip size...
dist/server/__vinext_cacheability_manifest.js                                                                                                  0.02 kB
dist/server/__vinext_cacheability_request_projection.js                                                                                        0.02 kB
dist/server/__vinext_pregenerated_concrete_paths.js                                                                                            0.05 kB
dist/server/wrangler.json                                                                                                                      1.40 kB │ gzip:   0.71 kB
dist/server/.vite/manifest.json                                                                                                               16.53 kB │ gzip:   1.89 kB
dist/server/_next/static/css/index.bMU9Zq-2.css                                                                                               16.15 kB │ gzip:   3.50 kB
dist/server/_next/static/cacheability-limits-BTpP4ZoO.js                                                                                       0.05 kB │ gzip:   0.07 kB
dist/server/_next/static/record-BGze3w87.js                                                                                                    0.07 kB │ gzip:   0.09 kB
dist/server/_next/static/work-unit-async-storage-Bk7wGABB.js                                                                                   0.12 kB │ gzip:   0.12 kB
dist/server/_next/static/route-VohFa7kK.js                                                                                                     0.19 kB │ gzip:   0.17 kB
dist/server/_next/static/route-C3-Z8wr5.js                                                                                                     0.30 kB │ gzip:   0.25 kB
dist/server/_next/static/client-trace-metadata-DUR2PiYt.js                                                                                     0.34 kB │ gzip:   0.21 kB
dist/server/_next/static/request-context-B1CLDfIO.js                                                                                           0.54 kB │ gzip:   0.35 kB
dist/server/_next/static/implicit-tags-BPJL7y1a.js                                                                                             0.71 kB │ gzip:   0.42 kB
dist/server/_next/static/isr-decision-bXx9RJbe.js                                                                                              0.77 kB │ gzip:   0.37 kB
dist/server/_next/static/framework~index~layout~app-route-handler-dispatch~app-page-cache~app-page-cache-render-CJ6N4PxD.js                    0.82 kB │ gzip:   0.56 kB
dist/server/_next/static/worker-prerender-discovery-B17VPmR4.js                                                                                0.83 kB │ gzip:   0.48 kB
dist/server/_next/static/app-static-generation-BX8cz43B.js                                                                                     0.91 kB │ gzip:   0.51 kB
dist/server/_next/static/security-headers-bhyZXQ6Y.js                                                                                          1.23 kB │ gzip:   0.58 kB
dist/server/_next/static/rolldown-runtime-C0FnF6B9.js                                                                                          1.29 kB │ gzip:   0.71 kB
dist/server/_next/static/root-params-Cv6x3KWp.js                                                                                               1.55 kB │ gzip:   0.72 kB
dist/server/_next/static/app-prerender-static-params-CktJLKjR.js                                                                               1.63 kB │ gzip:   0.71 kB
dist/server/_next/static/app-prerender-endpoints-j791WDZ-.js                                                                                   2.45 kB │ gzip:   0.98 kB
dist/server/_next/static/app-page-cache-render-Bf7_sDjf.js                                                                                     2.59 kB │ gzip:   1.19 kB
dist/server/_next/static/isr-cache-YPj0l1uu.js                                                                                                 3.22 kB │ gzip:   1.66 kB
dist/server/_next/static/app-page-tracing-BCOMefju.js                                                                                          3.45 kB │ gzip:   1.73 kB
dist/server/_next/static/framework~index-CWbmLfgu.js                                                                                           3.76 kB │ gzip:   1.49 kB
dist/server/_next/static/cache-handler-DUEnn34i.js                                                                                             4.16 kB │ gzip:   1.53 kB
dist/server/_next/static/request-pipeline-DJjSjmmB.js                                                                                          4.58 kB │ gzip:   1.86 kB
dist/server/_next/static/framework~index~layout~app-rsc-response-stage~app-route-handler-dispatch~app-page-cache~app~oas6wj9l-_a4lVYT8.js      5.49 kB │ gzip:   2.28 kB
dist/server/_next/static/middleware-response-headers-CYuYt2qx.js                                                                               5.96 kB │ gzip:   2.41 kB
dist/server/_next/static/headers-W3s3lyIu.js                                                                                                   6.26 kB │ gzip:   2.47 kB
dist/server/_next/static/response-stage-policy-sMFWg0F3.js                                                                                     6.90 kB │ gzip:   2.37 kB
dist/server/_next/static/app-page-cache-finalizer-ZnKdnOPh.js                                                                                  7.01 kB │ gzip:   2.48 kB
dist/server/_next/static/app-rsc-response-stage-DbLF3Nic.js                                                                                    7.47 kB │ gzip:   2.58 kB
dist/server/_next/static/app-page-cache-3ACzuMJT.js                                                                                            7.54 kB │ gzip:   2.57 kB
dist/server/_next/static/artifact-compatibility-DqXtZ0l6.js                                                                                   10.66 kB │ gzip:   3.68 kB
dist/server/_next/static/cacheability-request-CiZWVRiH.js                                                                                     10.71 kB │ gzip:   3.68 kB
dist/server/_next/static/app-elements-CUtxXnq7.js                                                                                             11.26 kB │ gzip:   3.84 kB
dist/server/_next/static/app-page-execution-DmaJ6L8p.js                                                                                       11.70 kB │ gzip:   4.19 kB
dist/server/_next/static/prerender-work-unit-setup-C7wHI4p-.js                                                                                12.67 kB │ gzip:   4.76 kB
dist/server/_next/static/rsc-completion-metadata-B94vu9NJ.js                                                                                  14.71 kB │ gzip:   5.32 kB
dist/server/_next/static/config-headers-D02Jo4xp.js                                                                                           15.33 kB │ gzip:   4.87 kB
dist/server/_next/static/text-stream-IvB24bef.js                                                                                              19.50 kB │ gzip:   5.94 kB
dist/server/_next/static/fetch-cache-Ck_imHb3.js                                                                                              31.37 kB │ gzip:  10.42 kB
dist/server/_next/static/pages-D1Y0DXst.js                                                                                                    36.50 kB │ gzip:   8.94 kB
dist/server/_next/static/app-route-handler-dispatch-DsEzNEKU.js                                                                               52.38 kB │ gzip:  18.64 kB
dist/server/_next/static/framework~index~app-route-handler-dispatch-BaZSOtU9.js                                                               53.15 kB │ gzip:  16.03 kB
dist/server/index.js                                                                                                                         224.29 kB │ gzip:  64.75 kB
dist/server/_next/static/route-B3naCZy4.js                                                                                                 1,686.43 kB │ gzip: 408.87 kB

�[33m[INEFFECTIVE_DYNAMIC_IMPORT] �[0mapp/layout.tsx is dynamically imported by \0virtual:vinext-rsc-entry but also statically imported by \0virtual:vinext-rsc-entry, dynamic import will not move module into another chunk.

✓ built in 2.93s
[4/5] build client environment...
vite v8.3.4 building client environment for production...
`output.codeSplitting.groups[0].name` is a function. Set `output.codeSplitting.groups[0].debugName` so the bundler timing report can identify this group.
transforming...
✓ 135 modules transformed.
rendering chunks...
computing gzip size...
dist/client/.assetsignore                                             0.02 kB
dist/client/vinext-client-entry-manifest.json                         0.06 kB │ gzip:  0.08 kB
dist/client/.vite/manifest.json                                       1.40 kB │ gzip:  0.34 kB
dist/client/_next/static/css/index.bMU9Zq-2.css                      16.15 kB │ gzip:  3.50 kB
dist/client/_next/static/chunks/layout-segment-context-B5YzC-Hd.js    0.49 kB │ gzip:  0.34 kB
dist/client/_next/static/chunks/rolldown-runtime-hePW80VL.js          0.71 kB │ gzip:  0.42 kB
dist/client/_next/static/chunks/index-C-hzC3zX.js                   111.81 kB │ gzip: 33.20 kB
dist/client/_next/static/chunks/vinext-v_jM2ijS.js                  117.00 kB │ gzip: 35.07 kB
dist/client/_next/static/chunks/framework-5hhgsyNd.js               190.03 kB │ gzip: 59.71 kB

✓ built in 417ms
[5/5] build ssr environment...
vite v8.3.4 building ssr environment for production...
transforming...
✓ 132 modules transformed.
rendering chunks...
computing gzip size...
dist/server/ssr/_next/static/app-prefetch-fetch-queue-B4trrMc7.js    0.06 kB │ gzip:  0.07 kB
dist/server/ssr/_next/static/static.edge-CnfaGszC.js                 0.20 kB │ gzip:  0.15 kB
dist/server/ssr/_next/static/layout-segment-context-CkFizyOa.js      0.40 kB │ gzip:  0.29 kB
dist/server/ssr/_next/static/streamed-icons-CaMDVKAb.js              0.69 kB │ gzip:  0.44 kB
dist/server/ssr/_next/static/client-page-root-Deih3qwX.js            1.65 kB │ gzip:  0.94 kB
dist/server/ssr/_next/static/app-router-scroll-DZ5YyCHL.js           2.58 kB │ gzip:  1.17 kB
dist/server/ssr/_next/static/error-boundary-1u9qxGRa.js              5.89 kB │ gzip:  1.78 kB
dist/server/ssr/_next/static/react-Dy4OnCZg.js                       7.91 kB │ gzip:  3.06 kB
dist/server/ssr/index.js                                           282.42 kB │ gzip: 88.35 kB

�[33m[INEFFECTIVE_DYNAMIC_IMPORT] �[0mnode_modules/vinext/dist/shims/default-global-error.js is dynamically imported by \0virtual:vite-rsc/client-references but also statically imported by node_modules/vinext/dist/server/app-ssr-entry.js, node_modules/vinext/dist/shims/error-boundary.js, dynamic import will not move module into another chunk.

�[33m[INEFFECTIVE_DYNAMIC_IMPORT] �[0mnode_modules/vinext/dist/shims/slot.js is dynamically imported by \0virtual:vite-rsc/client-references but also statically imported by node_modules/vinext/dist/server/app-ssr-entry.js, node_modules/vinext/dist/shims/client-page-root.js, dynamic import will not move module into another chunk.

✓ built in 333ms

  Route (app)
  ┌ λ /                  
  ├ λ /:page             
  └ λ /api/presale/:path*

  λ API

  Build complete.








audit-dependencies.json

{
  "auditReportVersion": 2,
  "vulnerabilities": {},
  "metadata": {
    "vulnerabilities": {
      "info": 0,
      "low": 0,
      "moderate": 0,
      "high": 0,
      "critical": 0,
      "total": 0
    },
    "dependencies": {
      "prod": 473,
      "dev": 579,
      "optional": 210,
      "peer": 32,
      "peerOptional": 0,
      "total": 1116
    }
  }
}






